
ATTACHMENT G 

 Data Security Definitions 

 “Authorized Employees” means Provider’s employees who have a need to know or otherwise 
access Personal Information to enable Provider to perform its obligations under this 
Agreement.  

“Authorized Persons” means (i) Authorized Employees; or (ii) Provider’s subcontractors 
approved by The Children’s Trust who have a need to know or otherwise access Personal 
Information to enable Provider to perform its obligations under this Agreement, and who are 
bound in writing by confidentiality obligations sufficient to protect Personal Information in 
accordance with the terms and conditions of this Agreement. 

 “Unauthorized Third Party” means any person other than Authorized Employee or Authorized 
Person(s).   

“Highly-Sensitive Personal Information” means an individual’s (i) government-issued 
identification number (including, without limitation, social security number, driver’s license 
number or state-issued identified number); (ii) financial account number, credit card number, 
debit card number, credit report information, with or without any required security code, 
access code, personal identification number or password, that would permit access to an 
individual’s financial account; or (iii) biometric or health data.  

“Personal Information” includes Highly-Sensitive Personal Information or any of the following:  

i. An individual’s first name or first initial and last name in combination with any one or 
more of the following data elements for that individual:  

1. A social security number;  
2. A driver license or identification card number, passport number, military 

identification number, or other similar number issued on a government 
document used to verify identity;  

3. A financial account number or credit or debit card number, in combination with 
any required security code, access code, or password that is necessary to permit 
access to an individual’s financial account;  

4. Any information regarding an individual’s medical history, mental or physical 
condition, or medical treatment or diagnosis by a health care professional; or  

5. An individual’s health insurance policy number or subscriber identification 
number and any unique identifier used by a health insurer to identify the 
individual. 

ii. User name or e-mail address, in combination with a password or security question and 
answer that would permit access to an online account. 



Notwithstanding the foregoing, the term “Personal Information” shall not include information 
(1) about an individual that has been made publicly available by a federal, state, or local 
governmental entity; or (2) that is encrypted, secured, or modified by any other method or 
technology that removes elements that personally identify an individual or that otherwise 
renders the information unusable. 

“Security breach” or “breach” means unauthorized access of data in electronic form containing 
personal information, or a breach or alleged breach of this Agreement relating to such privacy 
practices. Good faith access of Personal Information by an employee or agent of the covered 
entity shall not constitute a breach of security under this Agreement, so long as the information 
is not used for a purpose unrelated to the business of The Children’s Trust, or as a result of any 
other unauthorized use. 
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